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NMPOIrPAMMA MNMPAKTUKHU

62.0.01(Y) YuyebHasa npakTuka, y4e6HO-nabopaTtopHbIN NPaKTUKYM
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog u HaumeHoBaHMe HanpaBfieHUs NOoAroTOBKU/cneunanbHOCTHU:

10.05.01 KomnbloTepHag 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 Gu3Hec-npoLLeccos

6. CoctaButenu nporpammbl: CadoHoB Butanui BnagummpoBuy, K.T.H., AOLEHT Kadeapbl

ERP-cucTtem n busHec-npoueccos

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopMaTukm 1 mexaHukm 27.04.2022 r., npotokon Ne5
(HaumeHogaHue pekomeHdOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YuebHbIn roa:_ 2024/2025 CewmecTp(bl): 6




9.Lllenb npakTuku:

—NOofy4yeHne NEepPBUYHbIX YMEHUA M HABbIKOB MO HanpasneHWO MOArOoTOBKM B obnactu
3alWmnTbl UHOPMaLUKN 1 KOMNbIOTEPHOW Be3onacHOCTH;

—0O3HaKOMIeHne CTYAEHTOB CO cneLmdunKon nony4aemMon cneunansHoCTy;

—0O3HaKoMreHue CTyAeHToB ¢ 06bekTamum Byayuien paboThbl.

— U3yYeHMe cofepXaHusi OCHOBHbIX paboT M uccnegoBaHUNM, BbINOMHSAEMbIX B cdepe
npodgeccnoHanbHoOW AeATenbHOCTY;

— YyCBOEHME nNpUEMOB, MeTOAOB W cnocoboB o06paboTkM, npeacrtaBreHns U
WMHTeprnpeTauum pe3ynbTaToB NPOBeAEHHbIX NPAKTUYECKUX NCCNeLOBaHNN.

3aKkpenuTb 3HaHUA CTYOEHTOB O COBPEMEHHbIX YUCIMEHHbIX MeTodax anrebpsbl,

MaTeEMaTMYecKoro aHanmsa W OObIKHOBEHHbIX AuddepeHumnanbHblX ypaBHEHUN, a Takke
cnocobax MX UCCrnedoBaHWUS B BbIYUCIUTENIBHOM 3KCNEPUMEHTE NPUMEHUTENbHO K aHanusy u
CUHTE3Y BbIYUCIUTESNbHBIX CUCTEM.

3apauv nNpakTUKK:

O3HakoMUTLCA C (PYHKLUMOHUPOBAHME FOKarnbHbIX CeTen B YCNOBUSAX YHUBEPCUTETA,
PYHKUMOHNUPOBAHMEM aBTOMATM3MPOBaHHOMW WMHQopMaumoHHon cuctembl (AUC) BIY,
CUCTEMOW ynpaBneHNsa 3MeKTPOHHbIM JOKYMEHTOO60pOTOM By3a.

O3HakOMUTLCA C  TEXHOMOMMAMM  UHAPOPMALMOHHOM  3alWUTbl, MPUMEHSEMbIX B
aBTOMaTU3NPOBAHHON WHGOpMaunoHHon cucteme (AWC) BIY wmn Ha pabounx mecTtax
nonb3oBarternen.

O3HakoMUTBLCSA C cCoOBPEMEHHBIMU MH(POPMALIMOHHBIMU TEXHOOMMSIMU, MPUMEHSEMbBIMUN B
HayYHbIX UCCNenoBaHUsX, CrneunanbHOro nporpammHoro obecneveHna n obopyaoBaHusa Onst
3a4ay aHanusa 3awmueHHOCTN 0O bEKTOB MHG)OpMaTMU3aLMN.

MonyynTb NpakTUYecKkuit onbiT paboTbl C NogCUCTEMON MHGOPMALMOHHOIO obecneveHuns
N 9NEKTPOHHOro AOKyMeHTOObopoTa aBTOMaTU3NpoBaHHON MHGopMaLumoHHon cuctembl (AUNC)
BIy.

Pacwvpntb 3HaHUA CTyOeHTOB O MeToAuKe anroputMusaumm, TeCTUPOBaHUS U
nccnegoBaHMa B BbIYUCIUTENBHOM 3KCNEPUMMEHTE METOAOB anrebpbl, MaTteMaTU4ecKoro
aHanmsa M OOLIKHOBEHHbIX AndepeHumanbHbiX YpaBHEHU; cnocobCcTBoOBaTb MOSTyYEHUIO
dyHOaMeHTanbHbIX 3HAaHWA B XOAE CaMOCTOATENbHOM wmccnegoBaTenbckon paboThl;
cnocobcTBOBaTh AalnbHENLEMY Pa3BUTUIO CUCTEMHOIMO N JTOTMYECKOrO MbILUSIEHUS.

10. MecTo npakTukm B cTpyktype OOIl: obs3aTtensHada yacTb 6noka b2.

Lunkn (pasgen) OOM: B2 | kKo aucunnnudel B YIM: 52.0.01(Y)

Ne| Koa | HanmeHoBaHue

[na ycnewHoro npoxoxaeHust y4yebHOM npakTUkM obyyatolmecs WUCMONb3yHT 3HaHWS, YMEHUs,
cchopMUPOBaHHbIE B X04€ M3Y4eHUs ANCLMMIIVH

1 |B1.0.22 AnnapaTtHble cpeacTBa BblMMCIUTENBbHOW TEXHUKN
2 |1b61.0.31 MHdopmaTuka

3 | B1.0.32 OnepaunoHHbIEe cUCTEMBI

4 | B1.0.35 OB6BbEKTHO-OPMEHTUPOBAHHOE NPOrpamMMMpoBaHme
5 | B1.0.36 BBegeHve B nporpammMuvpoBaHue

6 | Bb1.0.37 MeToAbl NporpaMMmnpoBaHns

7 | B51.0.40 Mogenu 6e30nacHOCTM KOMNbIOTEPHbBIX CUCTEM

AVCuMnnnHBl U NPaKTUKWU, ONS KOTOPbIX OCBOEHWE AaHHOW AUCLUMMNMHBI (MOAynsl) HeobXoaMMO Kak
npegwecTsytoliee

8 | B3.01(0) | MogroToBka k NpoLieaype 3auTbl 1 3aLmMTa BbIMyCKHOM KBANMMUKALIMOHHOM paboTsl

11. Bug npaktukmn, cnoco6 un coopma ee npoBegeHus

Bua npaktuku: yyebHas, y4ebHo-nabopamopHbIlU MpakmuKym.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHasl.




dopma npoBeaeHUst NPaAKTUKN: QUCKPEemHas.
PeanunsyeTcs yactuyHo B chopme npaktudeckon nogrotosku (MM).
YyebHaa npakTuka npoBoaUTCA B CTPYKTYPHbIX Nogpa3aeneHmax yHmBepcuteTa

12. NMnaHupyemMble pe3ynbTaTbl O0y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NilaHNpyeMbIMN pe3ynbTaTaMu OCBOEHUS obpasoBaTesibHOM
nporpamMmmbl (KOMNETEHUUAMN) U UHAUKATOPaMMU UX AOCTUXKEHUSA:

Kog HasBaHue Kog(bl) MHankaTop(bl) lMnaHMpyemble pe3ynbTaTbl 00y4YeHUs
KoMneTeHumm

OriIK-2. | CnocobeH OflK-2.1 | 3Haem obwwue npuHuuUnsl | 3Hameb:
npUMeHsMb Zg;’:f}g;’;ﬂ . CO;‘;%Z’HE”L( — obwue MAPUHYUMbI  MOCMPOEHUS
rpoepamMmHble CHOCO6b npedcmaenenus | COBPEMEHHBIX KOMIMbIOMEPOS8, (OpMbl U
cpedcmea daHHbIX 8  repcoHanbHoMm | CIIOCOBbLI  rpedcmasseHusi OaHHbIX 8
cucmeMHo20 u 5TKE3 gOMﬂbfomePei rnepcoHasibHoOM KOMrbromepe,
npuknadHo2o e Haem f108UKo- -
p 2 MAMEMAMUYECKUE  OCHOBL OCHOBbI noqmpo?Hun S/1EKMPOHHbIX
HasHa4eHuu, 8 nocmpoeHus  anexkmponHbix | UUGPPOBbLIX yecmpolicme;
mowm qucrie yugposbix ycmpoticms; — cocmas, Ha3Ha4dyeHue annapamHbix
ome4ecmeeHHo20 | OfIK-2.3 | 3waem cocmas, HasHaieHue | cpedcme U MPOePaMMHO20 ObecriedeHust
npouzgodcmaa, annapamidelx ~ cpedcme U .
aflﬂ eweHus rnpoepaMmHoO20 obecrneyeHusi nepCOHaﬂbHOZO KOMnblomepa’

p repcoHanibHo20 KoMmrbomepa, - KnaccuquKauwo COBPEMEHHbIX
3aday OllK-2.4 | 3Haem Knaccucpukayuro | 8bI4UC/IUMESIbHbIX ~ cucmeM,  murosble
I'lpaocpeCCUOHaanO COBPEMEHHBIX CMPYKmMypbl U MPUHUUMbI  OpeaHu3ayuu
a egmeribHocmu 8bl4uciumersibHbIX cucmem, -,

munossie  cmpykmypsl U | KOMMBIOMEPHbIX cemed;

npuHyunbl opaaHu3ayuu — OCHOBHbIe npuHyursl

KOMIMbomepHbIX cemel KOHgbuz2ypupoeaHusi u
OfK-2.5 | Ymeem nipumeHsmb murnogble aOMUHUCMPUPOBaHUS onepayuOHHbIX

npoapamMmMHbIe cpedcmea cucmem:

cepsucHozo Ha3Ha4eHus, !

UHGhOpMayUoOHHO20 roucka u — XapakKmepHble ocobeHHocmu

obMmeHa OaHHbIMU 8 Ccemu | cOBPEeMEeHHO20 rnpozpamMmHo20

HHmepHem, obecrieyeHus creyuansHO20 Ha3HaqYeHUsl.
OriK-2.6 | Ymeem cocmaernsime

OOKYyMeHMbI, ucronb3ys

rpukadHbie rnpoepamMmel Ymems:

Od‘)UCHOZO Ha3Ha4YeHus — npUMeHgmb murioeble
OfK-2.7 ;g;ggﬁg; . cpedcmeamu | nnozpamMmHble  cpedcmea  Cep8UCHO20

OTIb306AMENLCKUMU Ha3Ha4YeHusi, UHhopmMaluluoHHO20 roucka u

uHmepgeticamu obmeHa OaHHbIMU 8 cemu MIHmepHem;

OnepayuoHHbIX cucmem — cocmaesisime OOKYMEeHMbI,
OfK-2.8 igzzbﬁa;%%(fgfﬁgnpuwuni ucrionib3ysi  MpuknadHble  Mpoz2pamMbi

QOMUHUCTIDUPOBAHUS 0UCHO20 Ha3Ha4YeHus,

orepayuoHHbIX cucmem — paspabambigamb  cucmemMHoe U
OflK-2.9 | ymeem paspabamsieams | ripukiadHoe rpospaMMHoe obecriedyeHue

cucmemHoe U rpuknadHoe ans MHO20320aYHBIX.

MpogPaMMHOe  06eCTIeweHuUS MHO020110/16308aMETbCKUX u

ons MH0203a0a4HbIX,

MHo2oMonb30gamenbckux U | MHO20MPOUECCOPHbLIX Cped, a makxe O0rns

MHO20MpOoUeccopHeix cped, a | cped ¢ UHMepgelcom, ynpasnsembim

makxe ons cped c COOBLEHUSMU;

uHmepgeticom, ’

YrIPaBASIeMbIM COOBLUSHUSMU; — MPUMEHSIMb  OCHOBHbIE Memodbj

OrIK- ymMeem rnpuMeHsimb OCHosHble | lpo2paMmupo8aHus 8 8bIbpaHHOU

2.10 MemoOb! po2paMMUpPO8aHUsT onepauyuoHHol cpede;
gp:gfpaHHo“ onepaduiorod —  npou38odums ycmaHoeKy, Hamadky,

OnKe_ | 3uaem xapakmeprpie | MECMuposaHue u obcnyxusaHue

211 ocobeHHocmu cospemeHHozo | 1PO02paMMHO20 obecnieyeHusi, eko4as
npoepaMmMHO20  06ecrieyeHus | pelleHUs 0meyYyecmeeHHo20
crieyuasibHo20 Ha3Ha4yeHUus. .

npoussodcmea

OrIK- Ymeem npoussodums :

212 | yemaroexy, Hanadky, — [pouseoOumb ycmaHo8Ky, Hanaoky,
mecmupogaHue u | mecmuposaHue u obcnyxusaHue
obcriyxusaHue cemegozo rpoepaMMHO20 obecrneyeHus,
MPOZPAMMHOZ0 0BECMEYEHUT, | guminuag  peweHUsl — OmeYecmeeHHo20
8KIiroYas peweHus .
omeyecmeeHHo20 npousgodcmea,
npoussodcmea. — npou3sodumb yCmaHOBKY, Hasadky,

Ol1K- Ymeem npou3sodums




2.13 | ycmaHosky, Hanadky, | mecmupoegaHue u obcrnyxusaHue
mecmuposanue Y| cogpeMeHHbIX npoepaMMHbIX  cpedcms
o6eryxueaHue cemeeozo -
npozpamMmHozo obecrievenus, | O0ECMEYEHUs UHOpMayUOHHOU
8KIoYasi pewenusi | 6e3onacHocmu.
0meyecmeeHHo20
rpoussodcmea. Bnadema:

OrIK- Ymeem npouzeodums | —

2.14 YCMaHosKy, Hanadky, — cpedcmeamu yrpasnerus
mecmuposaHue u | Monb3oeamensCKUMU UHmMepgelcamu.
06CIyXugaHUe COBPEMEHHBIX
rpoepamMMHbIX cpedcme
obecrieyeHus
UHGOpMayUOHHOU
besonacHocmu.

OrlK-4. CriocobeH OrlIK- yMeeT onpefensaTtb  COCTaB
aHanu3suposams 4.18 KOMMbIOTEPA: TWM MPOLECCOPa | Vyemb:
cbu3uquKyfo :O irec:Z n:ap::'TeMpr"M Tl;'l';'( —  Ofnpegesiate  cocrtaB  KoMIbroTepa.: Tl
CYUHOCMB Ay. fpoLeccopa 1 €ro napamMeTpsi, Tl MOAY/IEH NamsT U
- XapaKkTepucTuki, TN yx  xapakTepucTuku, THR  BUAEOKApTBl, COCTaB M
serieHuu u BUOEOKAPThI, cocTaB m s o o
. IDAMETDBI MEPUPEDUIIHBIX YCTPOVICTB.
npoueccos, napameTpbl  nepudepuiiHbIX
Jniexaujux 8 ocHose YCTPOUCTE .
byHKUUOHUPOBaHU OfK- Brageet HaBblkaM Bnadems:
4.19 NPUMEHEHWUS] TEXHUYECKUX U —  HaBblKaMy — [IDUMEHEHNS — TEXHUYECKUX U
A NPOrpaMMHbIX CPEeACTB | 7IpOrpamMmHbIX — CPEACTB  TECTUPOBAHUS € LIE/IbIO
MUKPOSIIEKMPOHHO TECTUPOBAHWUS  C  LENblo | ONPEAENEHNS NCIPaBHOCTH KOMITLIOTEDA M OLIEHKH €r0
u MexHUKU, ornpefeneHust  UCMpaBHOCTW | /IPOM3BOANTE IbHOCTHL.
MPUMEHSIMb KOMMbIOTEPA M OLUEHKW €ro
OCHOBHbIE NpOU3BOAUTENBHOCTM
¢usuyeckue
3aKoHblI U modenu
onsa peweHus
3aday
rpogheccuoHanbHoO

Ui OessmenbHoCMU

13. O6beM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM nnaHoM) —
3/108.

dopma NpoOMeXYTOHYHOM aTTeCTaLumn 3a4em C OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKocTb
Bcero [lo cemecTpam
Bua yuebHon paboTbl
6
u. 4., B hopme
Mn
Bcero yacos 108 108 54
B TOM Yucne:
KoHTakTHasa paborta (Bkntoyast HAC) 2 2 2
CawmocrosiTenbHas pabota 106 106 52
WToro: 108 108 54
15. CopepxxaHue npaktuku (unu HAP)
n/n O6bem yyebHom paboThl, 4
Pasgenbl (sTanbl) Buzb! yue6HOit paGoThi KoHTakTHble | CamocTosite
NPaKTUKN Yachbl NbHasA
paboTta
1. OpeaHUl?aL{UOHHO- I'IpOBe,u,eHme CO6paHVIF| no opraHusauuum MPaKTUKK;
rnodzomosumeribHbIU | YCTaHOBOYHbIN MHCTPYKTaX MO 3agadyaM, cpokam u Tpebyemon 0,5 6
amari OTYETHOCTU; UHCTPYKTaX MO TEXHUKE ©e3onacHocTu pa6OTbI C




nepcoHanbHbIMMX  KOMNbKOTEPaAMU, nNpaBunamMmm pa6OTbI B
KOMMNbKTEPHbIX  KNnaccax cpaKyaneTa; cogepxarternbHada
cpopmynvlposka 3ajad ang peweHuna B Xxoge NpakTuku, snga u
obbema Pe3yNibTaToB, KOTOPbI€ OOJIKHbI ObITb NnoJ1yYeHbl.

2. YyebHo- Onpegenexve npobnemel, obbekTa 7 npegmeta
uccrnedosamersibckull nccnegoBaHus, cdopmynmpoBaHue uenu 7 3agav
aman UCCnefoBaHUsi, TEOpPeTUYEecKUid aHanua nutepaTtypbl W©
uccnegosaHun no npobneme, nposegeHne o63opa M BbIGOp 0.5 40
1

COBpPEMEHHbIX UH(MOPMAaLMOHHBIX TEXHOMNOMMN, CrneunanbHOro
nporpammHoro obecnevyeHus n obopyaosBaHus, AN peLleHus
MOCTaBMEHHON 3a4ayn Mo aHanu3y 3aluLeHHOCTN obbekTa
nHpopmaTmsaumm.

3. | OkcnepumeHmanbHo- | MpoBedeHWe  CaMOCTOATENbHOTO  pelleHus  y4eGHoii
uccredosamernbekull | UccnefoBaTeNbCKOW 3a4auu, BbiNOMHEHWE TUMOBLIX PacyeToB

aman (y4yebHo- U MoZenupoBaHWE [OaTYMKOB MNCEBOOCMYYalHbIX YUCMOBbIX 1 40
niabopamopHbili nocrnegoBaTenbHOCTeN € MPUMEHEHVWEM  KOMMbIOTEPHOW
paKkmuKkym) TEXHUKWN, NpPOBEAEHME SKCNEpPUMEHTarbHbIX WUCCrenoBaHui
CUCTEeMbl 3aLLMTbl MHOPMALMN.
4. | OgpopmneHue CocTaBneHve UTOroBOro oTyeTa 1 3aluuTa npoekTa, onucaHue
omuéma rno umoaam npodenaHHon paboTel C  CaMOOLEHKOW  pesynbTaToB 0 20
npakmuku NPOXOXAEHUS NPAKTUKK; (DOPMYNpPOBaHMe BbIBOAOB.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOOXoAMMBLIX Ans
MPOXOXAEHUA NpPaKTUKK (CrIUCOK lumepamypbl 0¢hopMmrisiemcsi 8 coomeemcmeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcsi obuwasi ckeo3Hast Hymepauus 0ris ecex sudos UCMOYHUKO8)
a) OCHOBHag nuTepaTtypa:
Ne n/n NcTouHunK

1 Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanuin / M.®. Wknsp. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. <URL:http://biblioclub.ru/index.php?page=book&id=112247>
HoeukoB A.M., Hosukoe [.A. Metogonorus Hay4Horo uccnegoBanus. — M.: Jlubpokom. 2010 —
2. | 280c.
<URL:http://www.methodolog.ru/books/mni.pdf>
OcHoBbI ynpaerneHns MHgopmMauuoHHon 6e3onacHoCcTbio: [y4ebHoe nocobue Ond CTygeHTOB
BY30B, OOy4aloLMXCsq MO HanpaBneHUsM MOATrOTOBKW (CNeunanbHOCTAM) YKPYMHEHHOW rpymnmbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTw"] / A.lM. Kypuno [ ap.].— 2-e u3g., nenp. —
Mocksa : lNopsiyas nuHua-Tenekom, 2014 .— 243 c. : wn., Tabn. — (Bonpockl ynpaBneHus
nHdopmaLmoHHo BesonacHocTblo ; KH.1) .— Bubnwuorp.: ¢.234-239 .— ISBN 978-5-9912- 0361-
6.
Kpakosckun, K0.M. NHopmaumnoHHas 6e3onacHoCTb M 3awuta nHdopmaumm: yuebHoe nocobue
ansi ctyg. obydy. no cneumnansHocTn «MHOpMaLMOHHbIE CUCTEMBI U TEXHONOTMWU» OHEB. U 3a0M.
dopm obyyenus / KO.M. Kpakosckun .— M. ; PoctoB H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbii Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
LWaHbrmH, B. ®. 3awuTta KoMnbioTepHOM MHpopmaumn. IddekTMBHbIE MeToabl U cpeacTea: /
WaHbruH B. ®. — Mockea : OMK Tllpecc, 2010 .— 544 c. : wvn, Taén. ; 24 cm .—
(AamuHucTpupoBaHnue un 3awumta) .— OIMTABJIEHUE knukHnte Ha URL-> .— [JonyuieHo YyebHo-
MeToAMYEeCKMM 06beaMHEHNEM BY30B MO YHUBEPCUTETCKOMY NONMUTEXHUYECKOMY 0Bpa3oBaHuio B
KayectBe yd4ebHOro mocobusi ons CTyAEHTOB BbICLUMX YYEOHbIX 3aBefeHui, obyyaromxcs no
HanpaseneHuto 230100 «MHdopmaTuka 1 BblMUCUTENBbHAA TexHuka» .— lpeam. ykas.: c. 530-
542 .— bBwubnwuorp.: c¢. 524-529 (105 wHa3B.) .— ISBN 978-5-94074-518-1.—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1122>.

0) gononHuTenbHasa nuTepartypa:

Ne n/n McToYHMK

KpyunHuH, B.B. KomnbloTepHble TEXHONOMUM B Hay4HbIX UCCrEeA0BaHUsIX: y4ebHo-
mMeToanyeckoe nocobue / B.B. KpyunHuH. — Mockea: TYCYP (ToMckuin rocyaapCTBEHHbIV

6. YHUBEPCUTET CUCTEM YNpaBreHus 1 pagnoanekTpoHukn), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll _id=11269 — 3arn. ¢ akpaHa.
7 Cuctemsbl n cpeactea nHgopmatukn: ExerogHuk / I'n. pea. N.A. Cokonos. — Mockea: UM

PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

depnepanbHbii 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
8. | TexHonorusax u o 3awmTe nHcpopmaumn» // CobpaHune 3akoHogaTenscTBa Poccumckon
depepauymm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

depepanbHbIi 3akoH oT 27 utona 2006 roga Ne 152-d3 «O nepcoHanbHbIX gaHHbIXY //

9. | CobpaHue 3akoHoaaTtenbcTBa Poccuickon Pepepauum, 31 nonga 2006 roga Ne 31 (1 4.), cT.
3451,




"oHuapoB, Uropb Bacunbesny. MiHdopmaumoHHasa 6e3onacHocTb. CrnoBapb No TepMuHonorum /
10. | U.B. l'on4apos, KO.I". KupcaHos, O.B. PankoB.— BopoHex : BopoHexckas obnactHas
Tnnorpacpms, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MewepsikoB B.A., XKenesHsk B.I., BoHaapb A.O., OcuneHko A.J1., Babkun A.H. NepcoHanbHble
AaHHble: opraHmsaumsa obpaboTkm n obecneveHms 6e30nNacHOCT B OpraHax rocyaapCTBEHHON
BNacTu n mectHoro camoynpasneHus / lNopg pes. B.A. MewiepsikoBa. — BopoHex: BopoHexckui
uHctutyT MBIl Poccumn, 2014. — 186 c.

11.

B) MHOPMAaLMOHHbBIE 3NTIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0durumanbHble pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBC «YHuBepcuteTckas bubnuoreka onliney
OBC «3nekTpoHHas 6ubnuoteka TexHuyeckoro BY3a» (36C «KoHcynbTaHT cTygeHTa)
OBC IOPAUT
OnekTpoHHasa 6ubnmnorteka y4ebHo-MeToaNYECKNX MaTepuanoB BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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* BHavane ykasbiBaotca OBC, ¢ koTtopbiMm wnmetoTca pgorosopa y BIY, 3aTem OTKpbITbie 3nEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.

17. O6pasoBaTefibHble TEeXHONOrMu, MPUMEHsIEMble NpU MNPOBEAEHUU TMPAKTUKU W
MeToAu4YecKMe yKasaHusa AnAa oby4varoWwmxcsa no npoxoXxXaeHUIo NpPakTUKn

OTyeT NO nNpakTUKe [JO0MKeH OblTb WU3MNOXEH TEXHUYECKM T[PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM peKoMeHOOBaHHbIX TepMUMHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpammMaTtmyeckux ownbok. MNMpeacTaBneHHbIM OTYET MO NpakTUKe OLleHMBaEeTCs Ha COOTBETCTBUE
MHopMauuK, NpeacTaBneHHoONn B OoTyeTe, AaHHbIM M3 MH(OPMAaLMOHHBIX pecypcoB 0bLiero
poctyna cetn IHTepHeT, MmaTepmanoB Nekumin, y4ebHON 1 TEXHNYECKON NUTEpaTypbl.

CTpykTypa oT4yeTa no npakTuke

1. OTyeT NO MpaKkTUKe AOSMKEH BKMYaTb TUTYNbHbLIM JNIUCT, COoOepXaHue, BBeAeHue,
OnucaHne TeopeTUYEeCKUX U MNpPaKTUYECKUX acrnekToB BbINOSIHEHHOMW paboThbl, 3aKmveHue,
CMUCOK UCMOSb30BaHHbBIX UCTOYHUKOB, NPUMOXEHUS.

2. Ha TtuTynbHOM nucte AosmkHa ObiTb npeacTaBrieHa TemMa MpakTUKW, rpynna wm
damunus CcTyaeHTa, OaHHble O npeanpuatvu, Ha 6ase KOToporo BbINOSMHANAChk MNpakTuka,
hammnnusa pykoBoamuTens.

3. Bo BBegeHun CTygeHTbl OOMMKHbI [aTb KpaTKOe OnucaHue 3ajadu, peluaemMon B
paMKax npakTUKu.

4. B OCHOBHOM 4acTu OoT4yeTa CTyAEHTbl NpMBOAAT noapobHoe onmncaHuve npoaenaHHON
TeopeTn4eckon n (Unm) npakTuyeckon paboTbl, BKNKOYas onvcaHne n obocHoBaHMe BblGpaHHbIX
peLleHnn, onucaHne nporpaMmm 1 T.4.

5. B 3aknoyeHnn faeTtca KpaTkasa xapakTepucTuka npogeniaHHon paboThl, U NPUBOASTCA
ee OCHOBHble pe3yrnbTaThbl.

6. B npunoxeHnax npuBoaaTCs HENOCPeACTBEHHbIE pe3ynbTaTbl pas3paboTKu: TEKCTbI
nporpamMmm, rpacovki 1 guarpaMmmsl, U T.4.

TpebosaHus K ohopMIIeHU0 om4yema

1. OT4yeT ohopmMndeTca B ne4aTHOM BUAe, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT OT4eTa BbINONHAETCA WpUdPTOM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcsa Ha absaupbl, KaXabli U3 KOTOPbIX BKMKOYaeT OTCTyn u
BblpaBHMBaHWE MO LUMPUHE.

3. TeKCT B NpUNOXEHNAX MOXKET ObITb BbINOSIHEH BONee MeNKNUM WpUgTOM.

4. OTyeT pas3buBaeTca Ha rna.bl, MyHKTbl M MNOAMYHKTbI, BKIKOYaKOLWME AECATUYHYHO
HymMepaLumio.

5. PucyHkn 1 Tabnumubl B oT4ETE AOMKHBI UMETb OTAENBHYKO HYMEpPauuio U Ha3BaHWS.




6. Becb otyer pomkeH ObiITb OOpPMINIEH B €OMHOM CTune: Be3ge B OT4yeTe Aans
3arofiloBKOB OAHOMO YPOBHSA, OCHOBHOIO TeKCTa M NOAMMCEN [OOSMKEH WCMOoNb30BaThCS
OLMHAKOBbIN LLPUAT.

7.CTpaHuubl OTYeTa HYMEpPYHTCH, HaunHas € TUTynbHOro nucra. Homepa cTpanuy
NPOCTaBNATCA B NPaBOM BEPXHEM YIIy OS5l BCEro oT4eTa KpoMe TUTYNbHOro fiucTa.

8. CopepxaHne oTyeTa AOIMKHO BKIKOYATb NepeYvYeHb BCEX MMnaB, MYHKTOB M NOAMYHKTOB,
C yKa3aHMeM Homepa CTpaHuLbl AN KaXKA0ro anemMeHTa cogepXaHus.

9. CcbifikM Ha nuTepaTtypy M ApyrMe WCNONb30BaHHbIE WMCTOYHWKM OOpMAATCA B
OCHOBHOM TEKCTE, a CaMN UCTOYHUKM NEPEUNCNAIOTCA B CINCKE NCMONb30BaHHbIX MCTOYHUKOB.

10. O6bem oTyeTa No NpakTUKe A0MKEeH bbiTb HEe MeHee 20 cTpaHuL.

18. MaTepmanbHO-TeXHUYECKoe obecnevyeHne NPaKTUKM:

2. BopoHex, yn. YHusepcumemckas rniouwias, 0.1, enasHbil y4ebHbIu kopriyc, ayd.214
KomnbioTep B coctaBe (16 wT.): cucteMHbin 6nok: npoueccop Intel(R) Core(TM) i5,
onepatmeHas namatb 86, HDD 500I6; monutop: LG FLATRON. MynbTumeananpoektop
BenQ. 3kpaH HacTeHHbIN Anga npoektopa. Ayano kornoHku Creative A60. KommyTtaTtop.

2. Boponex, yn. YHusepcumemckas rnowaos, 0.1, enasHbit y4ebHbIuU kopryc, ayd.216
Komneiotep B coctaBe (14 wT.): npoueccop Intel Core i3, onepatuBHasa namsats 86, HDD
5006, sugeokapta NVIDIA GeForce; moHutop: Acer. KomnbtoTep B cocTtaBe (1 wr.):
npoueccop Intel(R) Core(TM) i5, onepatnBHas namats 86, HDD 500I'6; moHuTOop: Acer.
OKpaH HacTeHHbin ana  npoektopa. MynbTumeamnanpoektop BenQ.  UcTouHuMK
becnepebonHoro nutaHna Back-UPS 650. KommyTaTtop Cisco Catalyst 3750 Series.

2. Boponrex, yn. YHusepcumemckas rsiowads, 0.1, y4ebHbiu kopnyc 16, ayd.407
KomnbtoTep B coctaBe (16 wrt.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatmeHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; moHuTop DELL S2419HN. KomnbioTep B coctaBe (1 wr.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHas namatb 96 6, SSD 1T6, HDD 4T6,
Bugeokapta NVIDIA GeForce RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. UcTtouHmuk
6ecnepeboniHoro nutanHua APC Back-UPS BV1000I-GR, line-interactive, mowHocTb:1000BA,
600BT (16 wrT.). NctouHuk 6ecnepebonHoro nutaHus Legrand KEOR LINE RT 1500BA (1
wTt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
NHTtepaktneHaa gocka SMART SBM685 (87 grommos, O SMART SLS) ¢ naccuBHbIM
notkom. NMpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD 1080p (1920
x 1080), 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. Boponex, yn. YHusepcumemckas rsiowaos, 0.1, aragHbil y4ebHbit kopriyc, ayo.124
KomneioTtep B coctase (17 wT.): cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatueHasa namatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce
GTX 1050; moHuTop: Dell S2419H. NHTepakTnBHaa pocka SMART SBM685 (87 aionmoB).
MynbTumegumanpoektop Vivitek  ynbTpakopOTKOOKYCHbIN. WcTouHMK  GecnepebonHoro
nutanus Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). MicTouHrk BecnepebornHoro nutaHns
Legrand Keor Line RT 1000 BA (1 wT.). Kommytatop HP 2530-48G Switch (1 wrT.).

2. Boponex, yn. YHueepcumemckas nsiowads, 0.1, enasHbll y4ebHbit kopryc, ayd.214
KomnbioTep B coctaBe (16 wrT.): cucteMHbin 6nok: npoueccop Intel(R) Core(TM) i5,
onepatmeHas namatb 86, HDD 500I6; moHutop: LG FLATRON. MynbTumeguanpoektop
BenQ. OkpaH HacTeHHbIn ana npoektopa. Ayano konoHkn Creative A60. KommyTtaTop.

2. Boponex, yn. YHugepcumemckas rsiowaos, 0.1, anasHbll y4ebHbit kopryc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. Mynbtumeguanpoektop Epson. Aygumo konoHku EV (2 wrT.).
MukpodoH. OkpaH ans npoektopa. MapkepHble naHenu Askell (2 wr.).

19. OueHo4Hble cpeacTBa ANA NPoBeAeHUA TeKyLLen 1 NPOMEXYTO4YHOM aTTecTauum
oby4aroLwmxcs No npakTmke



HanmeHoBaHue Uupukatop(bl)
]
#/?1 pasgena AUCLUMUNIIVHBI K?_m';?;?" OOCTUXKEeHUs OueHoOYHbIe cpeacTBa
(mogyns) KOMNneTeHuuun
OpzaHu3ayuoHHo- OfK-2.5
1 H0d20mosUMenbHbI OnK-2 Ykasbigamb OUeHOYHbIe cpedcmea Orns
: sman OrlK-2.6 OT4eT No NpakTukKe.
YyebHo- OflK-2.1
uccriedogsamerbCKull
aman OrlK-2.2
Orl1K-2.3
OriK-2 OTyeT no npakTuke. 3awuta oT4yeTa no
2. Ofk-2.4 npakTuKe.
OrllK-2.7
Or1K-2.8
OrllK-4 OrllK-4.18
BkcrnepumeHmarsbHo- Or1K-2.9
uccriedogsamerbCcKull
amarn (y4yebHo- Or1K-2.10
nabopamopHsbIl
npaKmUKyM) OriK-2.11
OriK-2 OTt4eT no npakTtuke. 3awmTa oT4eTa no
3 Ofik-2.12 npakTuKe.
Ofl1K-2.13
OrK-2.14
OlK-4 Orl1K-4.19
OgpopmneHue omyéma rno Ofl1K-2.5
4 UMO2aM MPaKMUKU OriK-2 ONK-26 OT4eT No npakTukKe.
MpomexyTovHasa aTTecTaums VHABMAYaNbHOE 3a8aHHe
dopma KOHTPOnsi — 3a4Yem ¢ OUeHKou y

20. TunoBble OLEHOYHble cpeAcTBa M MeToguyeckue MaTepuanbl, onpegensilowme
npoueaypbl OLleHUBaHUA

20.1 TeKyWwyMn KOHTPOSIb YCNEeBaeMoCTH
KoHTpornb ycrneBaemocTv Mo AUCUUMIIMHE OCYLLECTBNAETCH C MOMOLLbIO CNeayrLLnX OLEHOYHbIX
cpeacTs:
NHaouBumayansHble 3agaHus

lMNepeyeHb MHAMBMAOYaNbHbLIX 3a4aHni

AHanua BpedoHOCHbIX nporpamMm. MoaenupoBaHue npouecca OeCTPYKTUBHBLIX BO3gencTBui. OueHka
yuwiepboB un puckoB. BbipaboTka pekoMeHOauun no npoTuBogencTBuio. [MporHosHasi oueHka KX
3(PPEKTUBHOCTHM MO HanNpaBNeHUAM:

1. AHanu3a nporpamm Tuna Rootkit.
. AHanu3a nporpamm Tnna Trojan-GameT hief.
. AHanus nporpamm Tna Net-Worm.
. AHanu3a nporpamm Tuna Trojan-Notifier.
. AHanus nporpamm Trna IRC-Worm.
. AHanus nporpamm Trna Expolit.
. AHanu3s nporpamm Tnna P2P-Worm.
. AHanus nporpamm Tuna IM-Worm.
9. AHanus nporpamm Tuna Trojan-Banker.
10. AHanua nporpamm Tuna Trojan-Downloader.
11. Ananua nporpamm Tuna Trojan-Dropper.
12. AHanua nporpamm Tuna Trojan-Clicker.
13. AHanu3a nporpamm Tunos Trojan-SMS.
14. Ananua nporpamm Tunos SMS-Flooder.
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15. AHanua nporpamm Tunoe Hack-Tool.

16. AHanua nporpamm TunoB Flooder.

17. AHanua nporpamm Tunos Trojan-Ransom.

18. AHanua nporpamm Tunos DOS,Flooder,Spoofer.
19. AHanua nporpamm Tunos Virus.

20. AHanua nporpamm Tunos Trojan-Spy.

21. AHanns nporpamm Tunoe Spoofer.

22. AHanns nporpamm TMnoe Trojan-ArcBomb.

23. AHanu3a nporpamm Tunos Email-Flooder.

24. AHanns nporpamm Tunos Worm.
25. AHanua nporpamm Tunoe Hoax.

26. AHanns nporpamm TunoB Trojan-FakeAV.
27. AHanns nporpamm Tunos VirTool.
28. AHanu3a nporpamm Tunos RiskTool.
29. AHanns nporpamm Tunoe Client-P2P.
30. AHanus nporpamm Tunoe Client-SMTP.
31. AHanus nporpamm TUNoB Server-Proxy.
32. AHanns nporpamm TMnoB RemoteAdmin.
33. AHanns nporpamm Tunoe Server-Web.
34. AHanns nporpamm TmnoB FraudTool.
35. AHanns nporpamm Tunoe Server-Telnet.
36. AHanns nporpamm Tuna Backdoor.
37. AHanns nporpamm Tunos Dialer.
38. AHanuns nporpamm Tnos Downloader.
39. AHanns nporpamm Trna Email-worm.
40. AHanua nporpamm Tunos Monitor.
TpeboBaHUA K BbINOMHEHNIO 3a0aHUN
lMpoBecTn aHanu3 nOCTaBMEHHON 3aja4M C TOYKM 3peHuss obecneyvyeHns HaxoXOeHWUs
3a(ppeKTNBHOrO pelleHns (paccMoTpeTb TeopeTUYeckne acrnekTbl, Ha OCHOBaHUW aHanusa NoCTPOUTb
MOZENb PELLUEHNA U T.4.).

20.2 NpomexyToyHasa aTrectauusi

MpomexxyToyHas aTTecTauus No AUCUMUNINHE OCYLLECTBNSETCS C NMOMOLLBIO CrieayoLnx
OLIEHOYHbIX CPEACTB:

Omuem no rnpakmuke

[NepeyeHb 3adaHuli
AHanus, oueHka yuwepboB U pPUCKOB, BbipaboTka pekoMeHZauui Mo NPOTUBOAENCTBUIO
npoueccam peanusaumm MHPOPMALMOHHBIX YrpO3 B OTHOLLEHUN Cy6beKkTOB MHEOPMAaLIMOHHbIX
CUCTEM MO HanpaBEeHUAM:
1. Mogenu TeppopucTUYeCcKon OeATENbHOCTN HA OCHOBE TEOPUN KOHMPNUKTA.
2. Mogenu nHgopMaLmMOHHOro NPEBOCXOACTBA B COBPEMEHHOM 0ObLlecTBe.
3. Mopgenu BnNUAHMA Ha COBPEMEHHOE OOWEeCTBO TpaHCHAUMOHAsbHbBIX MPECTYMHbIX
opraHmsaumm.
4. Mogenu nHpopMaLMOHHON BOWHLI B KOMMbIOTEPHBLIX CETAX.
. Mogenu nidpopmaumMoHHOro rocnoacTea B COBPEMEHHOM O0LLECTBE.
. Mogenu maHunynmpoBaHnsa obLLeCTBEHHLIM CO3HAHUEM.
. Mogenu nporpaMmmmnpoBaHus CO3HaHUA NTIUYHOCTMW.
. Mogenu oecTpyKTUBHbIX KyIbTOB.
. Mogenu BnnsiHMA MHoOpMaLmMm Ha coBpeMeHHoe 0bLLEeCTBO.
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10. Mogenu WHGOPMAaLNOHHO-MCUXOSIOMMYECKNX Onepauun u aTak TeppopUCTUYECKOro
xapakTtepa.

11. Mogenu npouecca npaBoHapyLUEHUS.

12. Mogenu Ha ocHoBe Teopuu rpados.

13. KoHpUrypaumoHHsle moaenu.

14. Mogenv NMpawnca.

15. IMHamn4yeckme mogenm MHPOPMaLMOHHOIO yrpaBneHus.
TeMbl npoekmos

1. MpUHUMNBI NOCTPOEHUS CUCTEM 3aLLUTbl UHOPMaLINN.

2. AkTyanbHoOCTb Npobnembl obecneveHms 6e3onacHoOCT B UHpOpMaLNOHHOM obLLecTBe.

3. Cpenctea obecneyeHuss uMHMOOPMALMOHHON ©Ge30nacHOCTM B KOpPNOpaTUBHBLIX
MHPOPMALUMNOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTsa obecnevyeHns NHopMaLMoHHON B6e3onacHoOCTH

5. MHdopmauunoHHble ys13BMMOCTU OOBHEKTOB

6. NporpammHble cpencTBa obecnevyeHmst MHpopmaLMOHHON 6e3onacHOCTH

7. AHTpONOreHHble H(POPMALNOHHbIE YA3BMMOCTH

8. TexHoreHHble MH(POPMAaLMOHHbIE YA3BUMOCTU

9. OpraHusaumMoHHO-NpaBoBble cpeacTBa obecnedyeHns HPopMaunmoHHon 6e3onacHoCTn

10. ¥Yrpo3bl MHOpMaLUMOHHON 6E30MaCHOCTM U NX UCTOYHUKN

11. OpraHn3aumMoHHO-agMUHUCTPAaTUBHbIE CpeacTBa 3almThl MHopMaLmm

12. OCHOBHbIE NMPUYUHBI YTEYKN MHGOPMALMMN.

13. MNMonutnka 6esonacHocT. OCHOBHbIE TUMbI NONUTUKM Be30MacHOCTN.

14. Mepbl 3awWnTbl NEPCOHanbHbIX aHHbIX B UH(POPMALNOHHbBIX CUCTEMAX.

15. Mcnonb3oBaHne  HeCepTUPUUMPOBAHHBIX  OTEYECTBEHHbIX U 3apyDexHbIX
MHGOPMALMOHHBIX TEXHOSOMW, CPeacTB 3almTbl MHOPMaUUK, CpeacTB UHdopMaTusaumm,
TeNeKOMMyHUKaumMmM u CBA3WM MPU CO30aHMM U pasBUTUM POCCUNCKOM WHAOPMALUOHHOM
NHPaACTPYKTYpbI;

16. Hay4yHo-TexHunyeckme npobnemsl 3aWwmThbl NHPOPMALNOHHBIX pecypcos,
MH(POPMALMNOHHBIX N TENEKOMMYHUKALNOHHbBIX CUCTEM;

17. O6uwemeTtogonornyeckne npobnembl KagpoBoro obecnevyeHns uHOOPMaLMOHHON
B©esonacHocTy;

18. HapyLueHune 3aKoHHbIX OrpaHUYeHnin Ha pacnpocTpaHeHne nHpopmaumm;

19. MNpoTuBonpasHble COOP 1 NCNOMb30BaHME MHOPMaLMK;

20. AganTuBHbIE CUCTEMbI 3aLLMTbLI MHCpOPMALNN.

MpomexyTouHast aTTecTaumsa no npakTuke, y4ebHo-nabopaTopHOMY NPaKTUKYMYy BKIoYaeT
noaroToBKY M 3aLuTy oT4eTa.

OT4eT cogepxuT crnepywwme cocTtaBnswowme: obpaboTaHHbIN U CUCTEMATU3NPOBAHHbIV
MaTepuan no TemaTuke NpakTukn, y4ebHO-NnabopaToOpPHOro NPakTUKymMa; 3KCNEepUMEHTasbHYO
YyacTb, BK/OYAKOLWYK OCHOBHble METOAbl MPOBEAEHMSI WCCREeAOBaHUS M CTAaTUCTMYECKON
00paboTkn, oOCy)XOeHWe nonyvYeHHbIX pPe3ynbTaToB; 3akiYeHue, BbIBOAbI W CMUCOK
nuTepaTtypHbiX  UCTOYMHMKOB.  OTyeT  o0b6s3aTenbHO  nognucbiBaeTcs  (3aBepsieTcs)
pykoBoauTenem  npaktuku.  Pe3ynbTaTbl  NPOXOXAEHUS  MPaKTUKM  OOKNagblBaloTCA
obyvalowmnmecss B BMAE YCTHOro CooOLLEHMs C OEeMOHCTpaumMen npeseHTauum Ha 3acegaHum
Kadbeapbl (3aKNOYMTENBHON KOHEPEHLMN).

Mo pesynbTatam p[oknaga C Y4YEeTOM XapakKTepUCTMKM PyKOBOAUTENS W KadecTBa
npeacTaBfieHHbIX OTYETHbIX MaTepuanoB oby4darlollemMyCs BbICTaBMASIETCA COOTBETCTBYHOLLAA
oueHka (ouddepeHUMPOBaHHbIN 3a4eT MO MTOraM MNpPaKTUKU BbiCTaBnsetTcs obydarowmmcs
pyKOBOAUTENEM NPAKTUKN HA OCHOBaHWMM AOKMagda M OTYETHbIX MaTepuanos, NPeAcTaBeHHbIX
obyyarowmmcs).

OueHka no  npaktuke, y4ebHO-nabopaToOpHOMY  MpPaKTUKYMYy  BbICTaBnseTCs
pykoBoauTeENem npakTuku OT Kadeapbl Ha OCHOBE coAepXXaHusi OT4yeTa CTyAeHTa, OT3blBa



pyKOBOAUTENSA OT NPeanpuATus, BbICTYNSNIEHUA C Npe3eHTauMer U OTBETOB Ha BOMPOCHI MO
nToram npakTuKn.

OTtyeT no npakTuke, yd4ebHo-nabopaTopHOMY MpPaKTUKyMy [OSKEH OblTb WU3NOXEH
TEXHUYECKN rPaMOTHbLIM A3bIKOM C MPUMEHEHNEM pEeKOMEHAOBaHHbLIX TEPMUHOB 1 abbpeBnaTtyp
6e3 opdorpacdumyecknx n rpammatumdeckmx owmnbok. [pu 3awmuTe oTdyeTa MO MpaKTUKe
OLleHMBaAeTCs COOTBETCTBME MHOpPMaLMK, NpeacTaBfeHHOM B OT4YeTe, [AaHHbIM U3
NMHOPMaLMOHHBIX pecypcoB obLyero goctyna cetn VIHTepHeT, maTepmnanoB nekumm, y4ebHom n
TEXHUYECKON NUTEpaTypbl.

KoHeuyHbIMM pesynbTatamu OCBOEHUS NPOrpaMmbl MPaAKTUKN SBRSAIOTCA CHOPMMPOBAHHBbIE
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BnageTb», PpacnucaHHble Mo OTAeNbHbIM
komneteHumam. OHuM npeacTtaeneHbl B Tabnuue. dopmumpoBaHMe 3TUX OECKPUNTOPOB
NPOUCXoOMUT B TEYEHMEe BCEro nepmoaa NpPOXOXOEHUs MNPaKTUKW, B paMKax BbIMOSHEHUS
CaMOCTOATENbHON paboTbl HA MEeCcTe MNPOXOXAEHUS MPaKTUKU NPU BbINONTHEHUM Pa3NUYHbIX
BMOoB paboT nog pykoBOACTBOM PYKOBOAUTENS MPaKTUKK OT Kadoeapbl.

[ns oueHkn geckpmuntopoB koMneTeHuun ncnonb3yetca 100 6annbHaga Wkana oueHoK.

[na onpepeneHns akTUYeCKMX OLEHOK KaXKaoro nokasaTens BbICTaBMSATCA cregyowme
6annbl.

Ona peckpunTopoB KaTteropum «3HaTby:

- pes3ynbTaTt, CoAepXalUi MOMHbIA MpPaBUMbHbIA  OTBET, MOMHOCTbID COOTBETCTBYET
TpeboBaHNAM KpuTepusi (OTBET MOMHbIA N NPaBUSIbHBIN HA OCHOBAHWW W3YYEHHbIX TEOPWUMN;
MaTepuan M3noXeH B OnpedenieHHOW NOrmMYyeckon MnocrnenoBaTenbHOCTM, HAYYHbIM SA3bIKOM;
oTBeT camocTtosTenbHbIi — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOTBETCTBYET OLUEHKE - «OTIINYHOY;

- pesynbTaT, cogepXawunh HeNosHbl MpaBUSibHbIA OTBET WNWM OTBET, COAEepXKaLumi
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOYHO MOfHbIA W NPaBWUMbHLIM Ha OCHOBAHWUU
N3YYEHHbIX MaTtepuarnos, mMartepwuan N3noxeH B onpeaeneHHom norn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWEHbl ABE-TPU HECYLLECTBEHHbIE OWWNOKK), 75-84% oT
MaKCUMMarnbHOro KonnyecTtsa 6ansnoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, cogepXawunh HeNoSHbIA MpaBUSibHbLIM OTBET WM OTBET, cogepXawumn
3Ha4YUTENbHbIE HETOYHOCTM (NpU OTBETE AonylleHa CylecTBeHHas owwubka, uinm B OTBETe
cogepxuntca 30 - 60% HeobXoouMbIXx CBeOEHUA, OTBET HecCBA3HbIM) — 60-74 % oT
MaKCMMarnbHOro KonuyecTtsa 6annos; COOTBETCTBYET OLEHKE - «yOOBIETBOPUTENBHOY;

- pesynbTaTt, COAEpXalU HEMOSHbIN NPaBWUIIbHBIN OTBET (CTENeHb MNOSIHOTbI OTBETa —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CYLLECTBY 3aJaHns) Unn oTCyTCTBME OTBETA,
T.e. OTBET, HE COOTBETCTBYWOLUMA MOMNHOCTbO TpeboBaHuam kputepuss, — 0 % oT
MakcuMarnbHOro konuyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBNETBOPUTESTbHOY.

Ona peckpunTopoB Kateropun «YmeTb» u «Bnagetb»:

- BbIMOMHEHbI BCe TPebOBaHMS K BbIMNOSIHEHUIO, HanMMCaHUIO U 3aWuTe OoT4yeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcumarnbHOro konmyectsa 6annos.

CoOTBETCTBYET OLEHKE - «OTIIMYHOY;

- BbIMOJSIHEHbI OCHOBHbIE TpPebOBaHMUA K BbINOSTHEHWUIO, ODOPMIIEHUIO M 3alUMTE OT4eTa.
NmetoTca oTaenbHble 3aMmeyaHnsa U HegocTaTkn. YMeHue (HaBblk) choOpMMPOBaHO 4OCTAaTOYHO
NosiHO — 75-84% oT makcumanbHOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

- BbINONMHeHbl 0©a30Bble TpebOOBaHMS K BbIMOMHEHUIO, OMOPMMNEHUID M 3aluTe oT4veTa.
MmeroTca gocTaTovyHO CyLECTBEHHbIE 3aMeyvaHuss U HegoCTaTku, Tpeldywmne 3HauYnMTeNbHbIX
3aTpaT BpPEeMeHM Ha wucnpaeneHne. YMeHue (HaBblk) CHOPMUMPOBAHO Ha MWHUMANbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumarnbHOro konnyectsa 6annos. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTESBHOY;

- TpeboBaHUA K HAaNMCaHUIO 1 3awmTe oTtyeTa. IMerTCss MHOMOUYNCIEHHbIE CYLLECTBEHHbIE
3aMevYaHns 1 HeaocTaTku, KOTopble He MOryT ObiTb ucnpaBfeHbl. YMeHue (HaBblK) He
chopmuposaHo — 0 %.



[ns atTecTtaumMm CTyOQeHT NpeabsiBNsieT OHEBHUK MPaKTUKW, 3adaHue pykoBoAWUTENs Ha
NPOXoXAEeHME NPaKTUKM U odopMNseT pes3ynbTaTbl MPaKkTUKM B BMAE OT4eTa U FOTOBUT
BbICTYNNEHNE C Npe3eHTauunel No pesynbtataM NpakTuKu.

[ns oueHnBaHWsA pe3ynbTaToB 00y4YeHUs1 Ha 3a4eTe C OLEHKOW ucnonb3yetcs 4-6annbHas
Lwana: «OTIIMYHO», KXOPOLLOY», KYA0BNETBOPUTENBHO», KHEYAOBNETBOPUTENBHOY.
CooTHOLLIEHNE NokasaTernen, KpUTepmUeB 1 LKasbl OLEHMBAHUS pe3ynbTaToB 00y4YeHusl.

YpoBeHb
Kputepun oLeHMBaHNS KOMMETEHLNI cchopmumpoBaH LLikana oueHok
HOCTU
KOMMEeTeHLNN
3HaTb: pes3ynbTaT, COAEPXAaLUMA MOSIHbLIA MPaBUIbHLIA OTBET, MOSIHOCTbLIO lNosbiweHHbIU Omnu4yHo
COOTBETCTBYET TpebOBaHWAM KpUTEpUSA (OTBET MOMHbLIA W MpaBUNbHBIA Ha ypo8eHb
OCHOBaHMM W3YYEHHbIX TEOpUW; Martepuan W3MOXeH B ONpeaeneHHon
norn4yeckom nocrnenoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT

CaMOCTOSATESbHbIN.

«YMeTb» U «Bnapetb»: BbINOMHEHbl BCe TpeboBaHUA K BbIMOJNTHEHMIO,
HaNMCaHWUIO N 3alunTe oTYeTa.

3HaTb: pe3ynbTaT, coaepXalluii HEMOSHbIA NPaBWUIbHBLIA OTBET UKW OTBET, Ba3zoshbiti Xopowio
cofepXallMi He3HauuTernbHblIE HETOYHOCTU (OTBET AOCTATOMHO MOSHLIA © ypO8€eHb
NpaBuIbHbIA HA OCHOBaHWM M3Y4YEHHbIX MaTepuarnoB; MaTepuan M3MNoXeH B
onpeneneHHon NorMyeckor nocrnegoBaTenbHOCTU, MPU 3TOM AONyLLEeHbl ABe-
TPWU HECYLLECTBEHHbIE OLLUNOKM).

«YMeTb» U «Bnagetb»: BbINOMHEHbI OCHOBHblE TPEOOBAHUSA K BbIMOITHEHWIO,
ocdopMmneHntio n 3awmte oT4veTa. MmeroTca oThenbHble 3amMevyaHuss U
HeJocTaTkn. YMeHue (HaBblk) chOpMMPOBaHO AOCTATOYHO NOMHO

3HaTb: pe3ynbTaT, coaepXalluii HeMnosnHbI NPaBWUmbHbLIA OTBET UMK OTBET, lNopozoesiti YdosnemeopumeribHO
cofepXallMn  3HauuTemnbHble  HETOYHOCTM (NpM  OTBETe  JonylueHa ypO8€eHb
cywecTBeHHasi owmnbka, nnm B oteeTe cogepxutcs 30 - 60% HeobxoammbIX
CBEEHUI, OTBET HECBA3HBIN)

«YMeTb» U «BnapeTb»: BbiNonHeHbl 6a3oBble TpebOBaHMSA K BbIMOMTHEHMIO,
ohopMneHM0 K 3awmTe oTveTa. MmewTcss OOCTAaTOYHO CyLLEeCTBEHHbIE
3amMeyvaHus 1 HepocTaTku, Tpebylolme 3HaYMTEmNbHbIX 3aTpaT BPEMEHM Ha
ncnpasreHue.

3HaTb: pes3ynbTaT, COAepXalluMiA HEMosHbIA NPaBWUMbHbLIA OTBET (CTeneHb - Heydoenemeopu-
nonHoTbl otBeTa — MeHee 30%), HenpaBuUmbHbIN OTBET (OTBET HE MO CyLLECTBY mersibHO
3ajaHusl) wnuM OTCYTCTBME OTBeTa, T.e. OTBET, He COOTBETCTBYHLLUNA
NONHOCTbLIO TPEOOBAHUAM KpUTEpUSI.

«YMeTb» U «Bnapetb»: TpeboBaHMA K HanMMCaHWO W 3awuTe OTyeTa.
MIMelTCs MHOrOUYUCINEHHbIE CYLLECTBEHHble 3aMedyaHusi U HeJocTaTku,
KOTOPbI€ HE MOTYT OblTb UCNPABIIEHBI.

20.3 ®oH/ O1IEHOYHBIX CPeACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHTyeMbIii 117151
NPOBeIeHUsl IMAarHOCTHYECKUX padoT

OlK-2. CnocobeH NpuMeHATb NporpamMMHble CPeACTBa CUCTEMHOIO UM NMPUKNAAHOTO HAa3HaYeHU, B TOM
yucne oTe4eCcTBEHHOro NPOM3BOACTBA, AN pelleHns 3aaay NpodecCcnoHanbHOM AeaTenbHOCTY.

OlK-2.1 3HaeT obwme NpUHLMMBLI NOCTPOEHUS COBPEMEHHbBIX KOMMbLIOTEPOB, (POPMbI U CMOCOObI
npeacTaBreHns AaHHbIX B MEePCOHarbHOM KOMMbIOTEPE;

Ol1K-2.2 3HaeT noruko-maTemMaTnyeckmue OCHOBbI MOCTPOEHUS ANEKTPOHHbIX LN(POBLIX YCTPONCTB;

OlK-2.3 3HaeT cocTaB, Ha3HayeHWe annapatHbiX CpPeAcTB W nporpammHoro obecneyeHuns
nepcoHarnbHOro KoMneTepa,

OlK-2.4 3HaeT Kknaccuukaumio COBPEMEHHbIX BblYUCIUTENbHBLIX CUCTEM, TUMOBbIE CTPYKTYPbl U
NPUHLMNbI OpraHn3aumm KOMMNbIOTEPHbIX ceTen

OlK-2.5 YmeeT npuMeHATb TUMNOBblE MpPOrpamMMHbleE CpeacTBa CEPBMCHOMO  Ha3Ha4yeHwus,
NHAOPMALIMOHHOIO Noucka n obmeHa gaHHbIMKU B ceTn VIHTEepHeT;

Ol1K-2.6 YMeeT cocTaBnATb JOKYMEHTbI, MCNOSb3ys NpuknagHble nporpaMmMbl OPUCHOrO Ha3HavYeHUs

OlK-2.7 BnapgeeT cpeactBamun ynpasneHUs MOSb30BaTENbCKMMU UHTepdencamm ornepaumoHHbIX
cuUcTem

OlK-2.8 3HaeT OCHOBHble MPUHLUMMNbI KOH(UIYPUPOBaAHUS U agMUHUCTPUPOBAHUS OMepauMOHHbIX
cucTem



OrllK-2.9 ymeeT paspabaTbiBaTb CUCTEMHOE W MpUKNagHoOe MporpaMmMHoe obecnevyeHne nns
MHOro3aZlayHblX, MHOrOMONb30BaTENbCKMX W MHOMOMPOLIECCOPHbLIX cped, a Takke Ond cped C
NHTEpdEencom, ynpaBnseMbiM COOOLLEHNAMN;

OrlK-2.10 ymeeT NpuMeEHATb OCHOBHbIE METOAbl MPOrpaMMMpPOBaHNSA B BblIOpaHHOW onepaunoHHON
cpene

OrllK-2.11 3HaeT xapakTepHble OCOOEHHOCTU COBPEMEHHOro MporpaMmHoro obecnedyeHns
creymanbHOro HasHayeHus.

OrlK-2.12 YmeeT npon3BoauTb YCTAHOBKY, Hanagky, TeCTMpoBaHmMe 1 obcnyxmBaHMe nporpaMmHoOro
obecneyveHus, BKNOYasi peLleHnsa 0Te4eCTBEHHOrO NPON3BOACTBA.

OrllK-2.13 YmeeT npou3BOAUTb YCTAHOBKY, HamnagKky, TeCcTMpoBaHWe u oOCnyXuBaHMe CETEBOro
nporpaMMHoOro obecneyeHns, BkNoYas peLleHns oTe4eCTBEHHOro Npon3BoacTBa.

OlK-2.14 YmeeT npon3BoauTb YCTaHOBKY, Hanagky, TECTUpOBaHWe N 06CnyXMBaHNME COBPEMEHHbIX
nporpaMMHbIX CpeacTB obecneveHnsa nHPopMaLNoHHOM 6e30nacHOCTH.

OrK-4. CnocobeH aHanuanpoBatb (OM3NYECKYIO CYLLHOCTb SIBIIEHWIA N MPOLECCOB, NEeXalunx B OCHOBE
PYHKLMOHMPOBAHUS MUKPOINEKTPOHHON TEXHUKU, MPUMEHATH OCHOBHbIE (PU3NYecKMe 3akoHbl U Moaenu
Ons peweHna 3agad npodeccuoHanbHON OeaTeNbHOCTH

Or1K-4.18 ymeeT onpenenaTb COCTaB KOMMbOTEPA: TUM NpoLeccopa 1 ero napameTpbl, TUN Modynen
NaMATU U UX XapakTepuUCTUKK, TUM BUOEOKapTbl, COCTaB U NapaMeTpbl NepudepuiiHbIX YCTPOUCTB

Orl1K-4.19 BnageeT HaBblkaMy MPUMEHEHUA TEXHUYECKUX N NMPOrpaMMHbIX CPEACTB TECTUPOBAHUA C
Lenbto onpegeneHns NCNpPaBHOCTU KOMMNbIOTEPA U OLIEHKU ero NPon3BoaNTENbHOCTU

BOHpOCbI C BapunaHTaMum OoTBeTOB

1. MogenupoBaHue — 3TO npoLlecc:
— a) 3amelueHus
— ©) npeobpasoBaHus
— B) ynpaBneHus
— T) UBMEHeHUs
2. MogenvpoBaHue cueHapueB peanusaumm yrpo3 6e30nacHoOCTM MHGOPMaLMM OCHOBAHO Ha
covyeTaHun?
— @) TEXHWK N TaKTKK
— ©) cnocoboB peanunsauum yrpo3 6esonacHocTn nHdopmaumm
— B) BCe NepeyncneHHoe
3. Kakon TeopeTnyeckuin annapat M3 NEepeyvuCrneHHbIX NpeanoyTUTeNnbHee MPUMEHSTb Npu
MOAENMpPoOBaHMM CLeHap1eB peanuaauumn yrpo3 6e3onacHocT nHpopmaummn?
— a)ceten Netpun
— ©) ceten lNeTpn-MapkoBa
— B) ceTen MapkoBa
4. CueHapun peanusauum yrposbl 6e3onacHoCcTn nHdopmaumm npeactaBnseT cobon?
a) codeTaHme TeXHUK
— 6) coyeTaHme TEXHUK N TaKTUK
B) cOrnacoBaHHYH LieMNOYKY TeXHUK, 3aBUCALLMX OT TaKTUK
r) uenouyky KillChain
5. HatypHoe mogenvpoBaHue obecnednBaeT?
— @) YacTM4HOe BOCCO34aHue 3alumaeMon MHPOPMaLNOHHOMW CUCTEMBI
— 6) nonHoe Bocco3aaHue 3awmwaeMon HOPMaLMOHHON CUCTEMbI
— B) BOCCO3[aHuWe afieMeHTa 3awuaeMon MHPopMaLNoHHON CUCTEMBI
— T) NpaBWUNbHOro OTBETA HET
6. NonyHaTypHOe MmoaenupoBaHue obecneunBaeT?
— @) YacTM4HOe BOCCO3[aHue 3almiiaemMon MHPOPMaLMOHHOW CUCTEMDI
— ©) nonHoe BOCcO34aHne 3awmaemMon MHPOPMaLOHHOM CUCTEMBI
— B) BOCCO3[aHuWe afieMeHTa 3awuaeMon MHPopMaLNoOHHON CUCTEMBI
— T) NpaBWUNbHOro oTBETa HET

- A)a)ue)



7. MonyHaTypHOe MOAENMpOBaHME NOKalbHbIX BbIYUCIIMTENbHBIX CUCTEM  [OCTUraeTcd
npUMeHeHnem?
— a) CynepKOMMbIOTEPHbIX TEXHOSOMMI
— 6) rpua-TexHonorum
— B) TeXHONOrMn BUpTyanusauum
— T) NpaBWNbHOro oTBETa HET
8. CKOMbKO CyLLeCTBYeT OCHOBHbIX 3TanoB NPOBeAEHNST KOMMbIOTEPHOW aTakun?
- a)3
- 6)5
- B)7
- no9
9. AHIMOA3bIYHLIM TEPMUHOM, OBO3HAYaOLWUM WHPPACTPYKTYPY HapywmTena And BeaeHus
KOMMbIOTEPHOMW aTaku, ABnseTca?
— a) Control and Command
- 6)C2
- B)C&C
— T) BCe BblllenepeyncrieHHoe
— ) NpaBUIbHOro OoTBeTa HeT
10. OueHka pncKkoB COOTHOCUTCS:
— a) c peanusaumen TpebosaHun nNo 6e3onacHOCTN NHoOPMaLNn
— ©) c oueHKom ywepba
— B) C OLIEHKOW OENCTBUIA HapyLUNTENS
— T) C OLIEHKOM yA3BUMOCTEN
11. K ogHoMy 13 OCHOBHbIX MeTogoB SIEM-cuctem oTHOCUTCS:
— a) punbTpauunsa ceTeBblX NaKkeToB
6) oGHapyXeHne BTOPXXEHNUN
B) KOppensauusa cobbiTMn 6e30MnacHoOCTH
— T) NpaBWNbHOro oTBETa HET
12. K meTogam Bepudukaumm (nogTeepxaeHuns) ceegeHmnn o6 ysiaBMMOCTSX OTHOCATCS:
— a) noBepuUTENbHbIN
— ©) aKCcnepTHbIN
— B) 9KCMEPTHO-AOKYMEHTarbHbIN
— T) 3KCnepuMeHTanbHbIN
— [) BCe BblluenepevunucrieHHble
13. Kakue wmnpbl 0CHOBaHbI Ha AENCTBUSX C NofIMHOMamMu B none [ranya:
a) DES
b) AES
c) NOCT 28147-89
d) KASTL
14. OnpegenuTe npaBuIibHYO NocneaoBaTeNbHOCTL gencTeun ang wudpa DES:
a) OT(64 6) — HayanbHasa nepectaHoBKa — Cxema ®eucrtens (16 payHpos c 48
OUTHbIM Kno4YoMm) — KoHe4yHasi nepectaHoBKa — LUudpTekcT (64 6)
b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema
®enctens (16 payHgoB ¢ 64 6UTHbLIM ktovom) — LLndpTtekcT (64 6)
c) OT(64 6) — HauyanbHas nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema
®encrtens (12 payHOoB ¢ 64 BUTHBLIM KnodYom) — LLndpTtekcT (64 6)
d) OT(64 6) — HauyanbHas nepectaHoBka — Cxema ®Penctens (16 payHgoB c 64
OUTHbIM KNto4Yom) — KoHeyHasa nepectaHoBka — LLndgpTekcT (64 6)
15. OnddepeHumanbHbIn KpMnToaHanna3 OTHOCUTCS K aTakam:
a) Ha ocHoBe wunpTtekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe Nnogo6GpaHHOro OTKPbLITOro TeKCTa



d) Ha ocHoBe aganTMBHO NoA4O0O6pPaHHOro OTKPLITOro TeKcTa
16. 3awndpynte npyn nomowm 6NOYHON KPUNTOCUCTEMBbI C pasmepoM Groka B ogunH 6anT u
CUHXPONOCHINKON (Ha4anbHbIM BEKTOpOM) Yo=0x02 OTKPbITbIN TeKCT n3
wecTtHaguatepunyHbix yncen «0x4C Ox4F 0x4C» wudcpoM npocToro raMMmpoBaHuUS
(XOR) c rammon y=0xB2 B pexunme o6paTHON CBA3N NO LWUNAPOTEKCTY
OTtBeT OX4E 0xB3 0x4D
17. Kak HasbiBaeTcs 6nok wudpoTtekcta, opMupyowmica n3 Bcero obbema OTKPbITOro
TeKcTa Npu NOMOLLM CYMMUPOBAHUS MO MOAYIIO 2 LWIN(POBaHHbLIX Br10KkoB?
OTBeT: MMUTOBCTaBKA
18. lNMporpaMmHble 3aKnagku MOryT BbINOMHATbL A4ENCTBUS
a) BHOCUTb NPOWN3BOJIbHbIE NCKaXEHNS B KOObI MpOrpaMm
b) nepeHocKTb oparmMeHTbl MHpOPMaLUn
C) UCKaxkaTb BbIBOANUMYO MHGOPMaLMIO
d) Bce u3 nepeyncneHHoro
e) Huyero ns nepevncrnieHHoro
19. Yrposamn KoHMAeHUManbsHoM NHopMaLnmn He ABNAKTCA
a) o3HakomreHne 6e3 HapyLleHUs ee LenocTHOCTH
b) Mmoandumkaumna nHdpopmaumnm
C) paspyLueHne nHgopmMmauum
d) cosaaHue u pacnpocTpaHeHMe BUPYCOB
20. K cucteme 6e3onacHoOCTM MHopMmaumn npeabasnseTca TpebosaHue
a) npegocTaBfieHne Morib3oBaTento MakCMMarnbHbIX MOMIHOMOYMA, HEOBXOAMMBIX eMy AN
BbINOSTHEHUSA
nopyyeHHon paboTbl
b) npepocTaBneHue nonb3oBaTenid MUHMMasNbHbIX NOJIHOMOYUKA, HEOOBXOAUMBIX eMy
ans
BbINOJTHEHMUA NOPYYEHHON PaboThbl
C) UrHopmMpoBaHme NOMbITOK HECAHKLMOHNPOBAHHOMO JOCTyna
d) nepuoanyeckoe pearmpoBaHue Ha BbIXO U3 CTPOS CPEACTB 3aLunTbl
21. ['ge npumMeHsTCA CpeacTBa KOHTPONA AUHAMMYECKOWN LLIeNTOCTHOCTM?
1. aHanu3e noTtoka (puHaAHCOBbIX COOOLLEHNI
2. 0bpaboTke AaHHbIX
3. npu BbISABNEHUN Kpaxun, Ay6nnpoBaHUa oTaeNbHbIX COOOLWEHUN
22. YkaxuTe, Kakylo Mogenb MHGPOPMauMOHHOM Ge3onacHOCTM NPUBOASAT B KayecTBe
CTaHOapTHOMW:
(1) KoHbMAaeHUManNbHOCTb, NOASIMHHOCTL, JOCTOBEPHOCTb
(2) koHdbMAaeHUMaANbHOCTb, LLENOCTHOCTb, AOCTYNHOCTb
(3) mocToBEPHOCTb, LLENOCTHOCTb, 4OCTYMHOCTb
(4) anennupyemocCTb, LLeNOCTHOCTb, 4OCTYMHOCTb
23. YKaxuTe, Kakon npouecc TeCTMpPOBaHWSA NPOBEPSieT COOTBETCTBUE (PYHKLMOHUPOBAHUS
npoayKTa ero HayasnbHbIM cneungukaumsm:
(1) TecTupoBaHue nonb3oBaTENLCKOro MHTEphenca
(2) TectvpoBaHue ygobecTea NCnonb3oBaHUA
(3) byHKUMOHaANbLHOE TecTUpoBaHue
(4) Harpy3o4HOe TecTUpoBaHue
(5) TecTupoBaHue 6esonacHoOCTH
24. TpoToKkoNMpOBaHWE N ayguT MOTyT UCNONb30BaTLCA ANS:
(1) npegynpexaeHus HapyweHun b
(2) obHapyxeHus HapyLUeHUN
(3) BOCccTaHOBNeHus pexuma Ub
25. Ataka "vMuTaums UCTOYHMKA" — 3TO yrposa:
(1) KOHMAEHUMaNbLHOCTH
(2) uenoctHoCTH



(3) rotoBHOCTH
(4) cekpeTHOCTH
26. [Npobnembl 6e30MacHOCTN pexnumMa KOAOBOW KHUMM, MNOPOXAAeMble HEe3aBUCUMOCTbIO
6r0okoB, MoryT 6bITb NPEOAOSEHDI:
(1) ycnoxHeHunem knioyen wmdpa
(2) cnybyanHbIM nopsaakom wudpoBaHusA
(3) paspgernbHbIM WMGPOBAHMEM YHaCTKOB TEKCTa
(4) HepaBHOMEpPHbLIM pa3bueHnem TekcTa
27. Yto HE OTHOCUTCA «k obnactm nNpuMEHEHUs KPUNTOCUCTEM, WCMOMb3YHLNX
acMMMeETPUYHbIE anropuTMbI?
— BblpaboTka panaxecra coobueHus
— OneKTpoHHasa noanuch
— lwndposaHue
28. Kakon anemeHT (napameTp) KpuntocmucTeMsl (Lwmndpa), cornacHo npasuny O. Kepkxoddca,
He JOSMKEH OblTb N3BECTEH 3M0YMbILLSIEHHUKY?
— KNy wudpoBaHus
— 0cobeHHOoCTH peanusaunm
—  WMppOBaHHbIN TEKCT
— anroputm WngpoBaHus
29. K cuctemam c otkpbITbiM Kntovom HE OTHOCUTCA:
- DES
- RSA
— El Gamal
30. Wundpcuctema, B KOTOPOWN KIOUN LWINPPOBAHNA N pacluMdPOBaHUSA Jierko nosiyvarTcs
OLMVH U3 4pyroro.
— CummeTpuyHasa KpunTocuctema
— AcvmmeTpuydHas Kpuntocuctema
— bBno4yHas kpuntocuctema
31. Cuctema wmnpoBaHna n/mnn anekTpoHHon nognucu (3l1), Npu KOTOPOWN OTKPbLIThLINA KIHOY
nepenaértcsa no OTKPbITOMY (TO eCTb He3aWUWEHHOMY, AOCTYNMHOMY ANns HabnogeHns) kaHany
1 ncnonb3yeTca Ans nposepku I n onsa wudpoBaHNa CoobLLEHNS — KpunTocucema ...
acumeTpuyHasn
C OTKPbITbIM KJTHOYOM
32. Ecnn n — konnyectBo BykB B andasute, m j — HOMep OyKBblI OTKPLITOrO TekcTa, K j —
Homep OyKBbI KMoYya B andgasuTe, TO WWNPOBaHKNE ... MOXHO 3anucaTb crnegyowmm obpasom:
ci=(mj+kj)modn
BuxeHepa
BuxuHepa
33. ... — pasgen npukNagHom mMaTemMaTuKM, B KOTOPOM M3yyalTcsas MOAenu, MeToabl,
anropuTMbl, NPOrpaMMHbIe M annapaTtHble cpencTBa npeobpasoBaHus MHGOpMauUMM B LEensx
COKpbITUA ee COoAepXaHus, NPOBEPKN MOANWHHOCTW, NpeaoTBpalLeHUss BUOOUIMEHEHUS Wnu
HEeCaHKLUMOHUPOBAHHOIO UCMONb30BaHNA.
KpunTtorpacus
KpunTtorpadus
34. dononHute
3awmrta ... 3NEeKTPOHHbIX [AOKYMEHTOB OKa3blBaeTCsi HeobXoaMMon npu  MCMNonb3oBaHWUK
BbIYUCIIUTENBHBIX CUCTEM U ceTen Ans ob6paboTkm, XxpaHeHus u nepegavm MHGOPMaLMOHHBIX
o0bekToB (coobuieHnn, hannoB, 6a3 AaHHbIX), cogep)Xawux B cebe npukasbl, NnaTexHble
NMopy4eHuns, KOHTPAKTbI 1 Apyrue pacrnopsguTenbHble, A0rOBOPHbIE, (DMHAHCOBbIE JOKYMEHTDI.
HOPUANYECKON 3HAYUMOCTH

Kputepuun u wkanbl oueHuBaHusa 3agaHmum POC:
[nsa oueHMBaHWs BbINONHEHWS 3a4aHUI Ucnonb3dyeTca GannbHas Wwkana:


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

1) 3akpbITble 3agaHus (TECTOBbIE C BapnaHTamMu OTBETOB, CPEOHUIN YPOBEHb CITOXHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;
— 0 6annoB — ykasaH HeBEpPHbIV OTBET (MOSTHOCTBLIO MW YACTUYHO HEBEPHLIN).

2) OTKpbITblEe 3afaHus (TECTOBbIE C KPAaTKUM TEKCTOBLIM OTBETOM, MOBbILUEHHbIA YPOBEHb COXHOCTK):
— 2 6anna — ykasaH BepHbI OTBET;
— 0 6annoB — ykasaH HeBEpPHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKoMeHAYTCA K UCMONb30BaHUIO NPU NpoBeAeHUN AUarHOCTUYECKUX
paboT C Lenbl OLEeHKU OCTaTO4YHbIX pe3yNbTaTOB OCBOEHUSI AAaHHOW AUCUUNIIUHbLI (3HaAHWUW,
YMEeHUN, HaBbLIKOB).



